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Nova Tools - Privacy Policy

If you have used any of our websites or logged into any of our platforms, Nova Tools may 
have collected Personal Data about you. In order to run our business effectively, there are 
times when we request or require your Personal Data. When you use our website, we may 
ask for your contact information in order to market relevant information to you. When using 
our platform tools and services, we collect your name and email address as part of the 
login process. And finally, while you use any of our websites or platforms, we may collect 
usage metrics in order to optimise our services to you.

We know how valuable your privacy is to you. You can trust us to handle it carefully. We 
work to keep your Personal Data secure, and we place restrictions on which of our 
employees can access it and why.

Also remember: you are in control of your data. As a user of our Services, you have legal 
rights depending on where you live and on our legal obligations. For example, you can ask 
us to show you what data we have about you, make us correct that data if it is inaccurate, 
and even ask us to delete or stop using the data.

This privacy statement addresses how we handle the personally identifiable information 
(“Personal Data”) that Nova Tools collects and processes about users of our Services 
(“you” or “your”). “Services” means any services that we offer, including visitors to our 
website.

1. For whom this statement is relevant

This Privacy Statement applies to all users of our Services. This Privacy Statement 
explains how we collect, process, and use Personal Data about you.

2. Who is Nova Tools

We are data and content aggregation technologies, and we trade as Nova 4 You PTY LTD 
(“we”, “us” or “Nova Tools”). Our registered office address is at 484 Graham ST Port 
Melbourne Australia.

3. Why we collect Personal Data and from what sources

We collect and collate information that you either directly provide or that we infer about you 
while using our Services. If you can be identified from this information, and it relates to 
you, then it will be your Personal Data.We may also collect data about you from public 
sources, advertising networks, internet service providers (ISPs), analytics providers, social 
networks and operating systems and platforms.The data we collect about you depends on 
the Services that you use (and how you use them). For example, if you are the primary 
account holder for your company and use Nova Tools Consumer Research, the data we 
collect about you would be different than the data that we collect about a user who has 
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view-only access to Nova Tools Consumer Research. The remainder of this section sets 
out the categories of data we collect depending on your use of our Services.If you register 
as a user of any of our Services, we may ask you to provide your name, email address, 
contact telephone number, the company you work for, your address, a username and 
password, and other data relevant to the Services we provide. If you are not an 
administrative user for your account, the same data about you may be provided by a 
colleague or other third party. We may also collect other data directly from you and/or your 
device. Depending on your account type, our payment processors may collect payment 
data from you in order to take payment for our Services.

If you contact our support services, we will collect the data we need to categorise your 
question and respond to it. We also use this data to track potential issues with our 
Services and customise our support responses to better serve you.

We collect data about you when you use any part of our Services. For example, if you are 
logged in to your Nova Tools Consumer Research account, we will collect data as to how 
often you use Nova Tools Consumer Research, what queries you created or amended, 
and other data about how you interact with Nova Tools Consumer Research. We may also 
collect data about how you interact with messages we send to you, for example, whether 
you opened an email or read an in-app message.

We collect data about the device you use to access our Services, including operating 
system details, web browser type, your mobile device identifier and mobile operating 
system, and the name of your ISP or mobile carrier. We may also collect and infer your 
general location (for example, at a country or city level based on your permission and/or 
device settings and jurisdiction).

We also infer data about you based on the data you have provided or made available to 
us. This may include personalising your experience of using our Services, suggesting 
different Services you may be interested in trying, or other inferences about you.  We may 
use aggregated, deidentified or anonymised data for any reason.

We are constantly trying to improve our Services to you. This means that we are 
introducing new features to our Services regularly.

We will indicate where any Personal Data we have requested is mandatory or optional. We 
will also explain the consequences should you decide not to provide information, which we 
have indicated is mandatory. In some circumstances, this may mean we are unable to 
provide you with a certain Service or product.

Our website and Services may contain links to third-party websites. Any access to and use 
of such linked websites is governed by the privacy policies of those third-party websites.
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4. How we use your Personal Data

Primary use

We use data and content that you make available to us to provide the Services to you and 
to comply with our legal obligations. We also use data to audit, detect security incidents, 
protect against fraud or illegal activity, identify and repair errors, and conduct research and 
development for the improvement of our Services so that we can provide all of our users 
with a better experience. We combine data about you across our different Services. We do 
not use algorithms to make automated decisions about you in violation of applicable law or 
in a way that produces a significant legal effect. Our legal basis for this type of data 
processing is that we have a legitimate interest in running our business and providing our 
Services to our customers, which includes providing technology that empowers our 
customers to act with more certainty in a way that is easy-to-access and use. However, the 
legal basis for our processing of data may also be where we have your consent (for 
example, where consent is required to send certain marketing communications) or where 
the processing is necessary for compliance with our legal obligations (for example, where 
we receive requests from regulatory authorities).

Secondary use

We communicate with you in writing, via email, or other means available on or through the 
Services (for example, via messaging in Nova Tools Consumer Research or push 
notifications if you use a mobile application). We may communicate transactional or 
service messages to you, such as welcoming you to our Services or informing you of 
scheduled downtime. We may also send you marketing communications, on our own 
behalf or on the behalf of unaffiliated entities. Marketing communications may be sent to 
you, even if you do not have an account, if you have indicated to us that you wanted to 
receive such communication or as otherwise allowed by law. Regarding marketing 
communications, you can opt out of receiving future communications in the footer of each 
email we send to you. You cannot opt out of receiving transaction or service messages 
from us.

5. How long we keep your Personal Data

We will keep your Personal Data for as long as it is necessary for us to provide the 
Services. However, if you request that we delete your data, we will also delete your data 
from our Services unless we are required to retain the data according to applicable law. 
We delete, deidentify, or anonymise any data about you as soon as it is reasonably 
practical, once you no longer use our Services.

6. With whom we may share your Personal Data

Any member of our company group

We may share your data with our subsidiaries, parent companies, and affiliates.
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Unaffiliated entities

We may share your data with selected unaffiliated entities for legitimate purposes, for 
example:

business partners, suppliers, and sub-contractors – for the performance of any contract we 
enter into with them;
analytics, ISPs, and search engine providers – for analytics and improving our website and 
Services;
advertising networks and social networks – for marketing and communications;
government entities, law enforcement and others – for fraud protection, security and 
verification services;
for potential threats, violations and legal process;
to comply with the law;
prospective buyers – if a third party acquires us or our assets, your Personal Data may be 
part of the transferred company or assets.

7. How we protect your Personal Data

Secure servers

The servers that hold your data have administrative, technical, and physical controls to 
safeguard your data, including industry-standard encryption technology.

Usage restrictions

We prohibit members of our company group and relevant third parties from using your 
Personal Data:

to target and profile you on the basis of sensitive categories of Personal Data (e.g. health 
status, sexual orientation, political beliefs, etc.);
to single out individuals for unlawful or discriminatory purposes;
in any way that goes against the law, including data protection law.

If other entities process your Personal Data, we ensure there are adequate contractual 
and operational safeguards in place.

8. Where we store your data

We may transfer your Personal Data to, and store it in, a country other than your own. That 
country may not provide the same level of data protection as your own country. Whenever 
we transfer your information outside of the Australia Economic Area, we will take steps to 
ensure that adequate safeguards are in place to protect your Personal Data and to make 
sure it is treated securely.You may contact us for a summary of the safeguards which we 
have put in place to protect your Personal Data and privacy rights in these circumstances.
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9. Privacy practices of third parties

This Privacy Statement only addresses our collection, processing and use (including 
disclosure) of your personal data. Our customers and other third parties may have access 
to your personal data and use it in other ways in accordance with their own privacy 
practices. We encourage you to familiarise yourself with the privacy statements provided 
by any platform you use to publish any data.
Please note that our Services may use the YouTube API. YouTube’s developer terms 
require us to notify you that our Services use YouTube API Services (i.e. data from 
YouTube) and to link to the Google privacy policy.

10. Your privacy choices and rights

Your choices

As a user, you are sometimes given the choice when it comes to sharing Personal Data 
with Nova Tools. When visiting our website, we will sometimes request your contact 
information, and you are always allowed to refrain from doing so. Where you have 
consented to our processing of your Personal Data, you can always withdraw that consent 
at any time. You can unsubscribe to our marketing emails by clicking the link in the emails 
that we send to you. You can always review and change the privacy settings available on 
any browser or device you use to access our Services.

Your rights

You may have certain rights in relation to your data under applicable data privacy law. 
Depending on applicable law, you may:

request access to the Personal Data that we have about you;
ask us to update, rectify, delete, opt-out of the sale of or block your Personal Data;
request that we stop further use of any Personal Data we hold about you;
lodge a complaint about our use of your Personal Data with the data privacy authority of 
the country in which you live. If you have a complaint about our data practices, we do hope 
that you’ll reach out to us first, so we have a chance to address your concerns;
not be discriminated against for the exercise of your privacy rights.

Please note that we cannot always complete all requests. For example, we must keep 
certain records for financial reporting and compliance reasons or to continue to provide 
you with the Services. To exercise any of these rights, ask us questions, voice concerns, 
or request a copy of this statement in a different format, please submit a verifiable request 
to us by either:

completing our web form at https://novatools.io/contact/or
calling us toll-free at  1 300 926 895

Only you, or a person you have authorised to act on your behalf, may make a request 
related to your Personal Data. If you submit a request through an authorised agent, the 
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agent must present signed written permission to act on your behalf, and you may also be 
required to independently verify your identity with us.

In order to protect your Personal Data, we may ask you or your authorised agent to 
provide additional Personal Data so that we can verify your identity. Any information that 
you provide will only ever be used as part of the process to confirm your identity and 
complete your request.  In order to protect your Personal Data, if we cannot verify your 
identity, we will not be able to comply with your request.

Once you have submitted a request, you can expect an initial reply from the Nova Tools 
Privacy Team within a reasonable amount of time, dependent on where you live. Except 
where the law does not require or allow us to do so, any information we have of yours will 
be provided in an easily accessible and portable format once we have received your 
verifiable request. We will adhere to the appropriate response timeline that applies to you 
depending on where you live. We may request additional time if necessary in accordance 
with applicable law.

Children

Our website and Services are not directed to children, and we do not knowingly collect 
Personal Data of such users.


